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PURPOSE.

This document establishes local standing operating procedures (SOP) specific to the U.S. Army, North Atlantic Treaty Organization (USANATO) Headquarters unclassified Local Area Network (LAN), systems connected to the network and standalone processors.  This document identifies requirements and the responsible personnel.  It addresses the management of system resources and focuses on the functions and responsibilities of Information Technology (IT) users and mangers.  It is a resource intended to assist the Information Management Officer (IMO), System Administrator (SA) and authorized system users in performing their duties.  It outlines the local standing procedures for Automation, Acquisitions, Telecommunications, Printing and Publications.  This SOP is based on current Army, DOD, and USAREUR regulations and published policy.

SCOPE.

This SOP applies to personnel assigned, attached, or employed by USANATO and its subordinate commands.  Procedures included that pertain specifically to Supreme Headquarters Allied Powers Europe (SHAPE) Battalion Information Technology will be noted accordingly.  Changes to this SOP must be coordinated in writing with G6, USANATO.

REFERENCES.

AR 25-1 Army Information Management Program, 15 February 2000

AR 380-19 Information Systems Security, 27 February 1998

USAREUR Supplement 1 to AR 25-1, 22 March 2002

USAREUR Pamphlet 25-1, 11 July 2000

1.0.  Information Management Officer 

1.1.  Duties and Responsibilities

1.1.1.  Advising the local USANATO battalion commander on all IMO-related matters.

1.1.2.  Supervising locally assigned IMO staff.

1.1.3.  Coordinating IMO requirements, standards, and other IMO-related matters with the Deputy Chief of Staff G6, USANATO, and the supporting Director of Information Management (DOIM) at the local installation.

1.1.4.  Developing, coordinating, and integrating local requirements and standards for IT in every Information Mission Area (IMA) discipline.  This means enhancing this SOP to complement local SOP needs for the organization:

· Automation.

· Telecommunications.

· Printing and Publications.

· (4) Records Management.

· (5) Visual Information.

1.1.5.  Support for IT will be provided only to USANATO national users, not those in international billets. (except for U.S. General Officers that are community commanders).

1.1.6.  Support for Air Force, Navy, and Marine units where the USANATO unit is the executive agent.

1.1.7.  Ensuring IMO-related services, support, and technical assistance are provided through a viable IT help desk.

1.1.8.  Representing USANATO when IT equipment problems occur, taking steps to resolve problems, and contacting the appropriate warranty vendor or local Technical Independent Evaluation Report (TIER) III maintenance desk when problems cannot be resolved internally.

1.1.9.  Maintaining copies of hand receipts from the local Property Book Officer (PBO) and an updated inventory of the organization's TIER III IT.

1.1.10.  Acting as the MSC's IT Baseline Coordinator in accordance with USANATO, IT Baseline SOP.

1.1.11.  Reporting IT that is obsolete or scheduled to be replaced as excess to the G6 in accordance with USANATO IT Baseline Program.  The IMO is responsible for conducting a Technical Inspection (TI) of all IT prior to turn-in.

1.1.12.  Actively pursuing IT training for users, offered or arranged by either the supporting local DOIM or G6.  

1.1.13.  Acting as the MSC's IT Budget Representative to ensure IT requirements are identified and justified in the annual Command Operating Budget (COB) through the G6, USANATO.  This includes creation of all Capability Requirement (CAPR) documents for IT outside the USANATO IT Baseline.

1.1.14.  Performing security duties as the MSC's Information Assurance Officer (IAO) in accordance with the Army Information Assurance Program (AIAP), IAW AR 380-98-1.

1.1.15.  Knowledgeable of the Information Assurance Vulnerability Alert (IAVA) program.  Install current patches and software updates on hosts.

1.2.  Maintenance Responsibilities

1.2.1.  Users will inform the IMO when IT fails or does not operate properly.

1.2.3.  The IMO will establish and maintain an automated trouble-call register to document IT failures/problems and corrective measures taken.

1.2.4.  The local IMO is the only individual authorized to contact vendors for IT hardware-related problems.  If the IT is beyond the contracted warranty period, the IMO will contact the local DOIM help desk that provides TIER III IT maintenance support.

1.2.5.  The IMO will ensure that a point of contact (POC) familiar with the problem is available when the vendor or DOIM representative arrives to repair the IT.

1.2.6.  When the IT is not able to be repaired, the IMO will coordinate with the G6 for turn-in through the local PBO.  All IT must be turned in to the central theater IT manager.

1.3.  Information Technology Accountability

1.3.1.  Hardware.

1.3.1.1.  Property Book:  The Standard Property Book System Redesign (SPBS-R) will be used by the local PBO to account for all IT.  This includes not only office automation, but also communications equipment (modems, pads, networking equipment and various communication devices) and printing/publications/records management/visual information equipment (facsimile devices, optical character devices, external CD ROMs, mass storage devices, removable storage devices, etc.).

1.3.1.2.  Hand Receipts:  The PBO will record the equipment on the property book, prepare section hand receipts and inform the IMO when the IT is ready for distribution to users.  All IT will be hand receipted down to individual section account hand receipt holders upon initial receipt.

1.3.1.2.  USANATO, Information Technology Baseline Inventory:  The local PBO will normally be the first notified of the arrival of IT.  The IMO must coordinate closely with the local PBO to ensure IT is properly distributed according to the USANATO, IT Baseline.  The IMO will subsequently submit an updated, automated IT inventory list to the G6 so the USANATO, IT Baseline database can be updated.

1.3.2.  Software.  Software will be accounted for at the local USANATO level.  The G6 will provide IMOs with centrally purchased software.  IMOs will log all original software in a spreadsheet format and secure it in a central location.  IMOs should conduct periodic surveys of software loaded on IT in their areas of responsibility to prevent use of unauthorized software.  IMOs should coordinate software standardization and software training requirements with the G6.  

1.3.3.  Non-Standard Hardware and Software.  Only authorized hardware and software will be connected to the USANATO LAN.  The Deputy Chief of Staff G6, USANATO, must approve, in writing, the installation of all non-standard software or hardware.  Non-government issued software once installed on a government computer system becomes the property of the U.S. Government (see paragraph 3.2.d).  
1.3.4.  Purchasing Information Technology.  Information Technology will be purchased IAW USANATO Information Technology Acquisition Program.

2.0. Authorized Use of Information Resources 

2.0.1.   Information services owned or leased by the government are provided for authorized users to conduct official government business.  The use of government-owned/leased information services for personal purposes is not authorized except as described below.  Unauthorized use of government-owned/leased information services may result in disciplinary action.  At a minimum, toll charges with applicable taxes will be recovered by the government from persons engaged in unofficial or unauthorized use of government information services.  

2.0.2.  Government information systems may be used for personal purposes under the conditions described below:

2.0.2.1.  Telephones and cellular phones.  Local (non-toll) personal telephone calls are authorized as in the best interest of the government when placed during lunch, other break periods, or other reduced usage periods when the calls do not interfere with the conduct of official business.  Examples of authorized personal telephone calls include coordinating with school officials, arranging for childcare, and coordinating medical appointments or vehicle repair.  Emergency calls may be made anytime.  Examples of unauthorized personal telephone calls include all toll calls (even if the caller intends to reimburse the government at a later date); all calls that disrupt or interfere with the conduct of official business; lengthy calls to family members or friends purely for the purpose of visiting; and calls associated with any illegal activity or any activity that may bring embarrassment or discredit upon the U.S. Government or government organizations.  Telephone operators are authorized to connect deployed soldiers to local commercial subscribers for morale, welfare, and recreation purposes not more than twice per week for 5 minutes per call.  Personnel serving on temporary duty (TDY) may use the government telephone service to notify family members of transportation and schedule changes at no toll cost to the government.  Such calls while TDY must be collect or charged to personal credit cards or third parties.

2.0.2.2.  Automation.  Non-toll, personal electronic mail messages are authorized as in the best interest of the government when sent during the reduced usage periods described in paragraph 2a above and when the messages do not interrupt or interfere with the conduct of official business.  Examples of authorized electronic mail messages include messages to children in college concerning matters requiring immediate attention and other messages for purposes similar to those described above, when telephonic communication is either not available or impractical.  Examples of unauthorized electronic mail messages include all toll messages, all messages that disrupt or interfere with the conduct of official business, all messages sent purely for the purpose of visiting, all “chain” messages, and messages associated with any illegal activity or any activity that may bring embarrassment or discredit upon the U.S. Government or government organizations.  Internet web access is restricted to official business only.  Cruising the Internet for personal or entertainment purposes is not authorized.

2.0.3.  Facsimile equipment leased or owned by the government is reserved for the conduct of official government business only.

2.0.4.  Copy machines leased or owned by the government are reserved for the conduct of official government business only.

2.0.5.  Official mail metering is reserved for the conduct of official government business only.

2.0.6.  Authorized information resource users receiving unauthorized telephone calls, electronic mail messages, facsimile transmissions, mail or distribution should inform the sender to refrain from future transmissions or mailings and notify supervisor of receipt of unauthorized material.
3.0.  Information Technology Acquisition Program 

3.1.  Capability Request Approval

3.1.1.  Information Management Offices (IMOs) must have IT requests approved by submitting a Capabilities Request (CAPR) through the Deputy Chief of Staff G6, USANATO (see item 8.0).  The G6 will return a written approval or disapproval to the CAPR requestor (see appendix c).

3.1.2.  Information Technology listed in 7.0. U.S. Army, NATO, Information Technology Acquisition Program with IMO approval authority with a per-unit cost of $300 or less, does not require CAPR approval.  The local USANATO Commander is the approval authority for these items.

3.1.3.  For all other items, the G6 will make a determination of current fiscal year fund availability as part of the CAPR approval process for IT items in table 1. 

3.2.  Acquisition Authority and Purchasing  

3.2.1.  Local IMOs will coordinate with the G6 to determine the correct method of IT procurement.

3.2.2.  Information Technology items listed with G6 approval authority will be procured by the G6 in accordance with the approved USANATO, IT Baseline.

3.2.3.  Information Technology items with IMO approval authority, can be procured by either the local USANATO IMO or the G6.  Once approved by the G6 or local commander, the IMO must ensure local funding is available to purchase the approved IT items. 

3.2.4.  Accounting for Software:

3.2.4.1.  Software will be accounted for at the local USANATO level.  The G6 will provide local IMOs memorandums to verify the existence of centrally purchased software.  Information Management Officers will inventory and secure all software diskettes, compact discs and any other original software licenses in a central location.

3.2.4.2.  Information Management Officers should conduct periodic surveys of software loaded on IT in their areas of responsibility to prevent use of unauthorized software.

3.2.4.3.  Information Management Officers should coordinate software standardization and application software training requirements with the G6, USANATO.

3.2.4.5.  The G6, USANATO, will approve all unique software other than centrally purchased software on a case-by-case basis.  Information Management Officers requiring unique software must identify their needs, in writing, to the G6.  Current installed software required to perform unit taskings will be reported to G6 for approval.    Notification should include the following:

· Application name and version.

· Vendor.

· Computer system on which the software will reside.

· Justification for using the unique software.

· Justification for using the unique software on more than one system (if applicable).

3.2.4.6.  International Merchant Purchase Authorization Card (IMPAC) Information Technology Purchases:  Only designated card holders may execute and pay for official Government IT purchases using an IMPAC.  Information Technology listed in table 1 that has a total cost of $2,500 or less may be approved and purchased using an IMPAC.  Information Technology requests will not be split to circumvent approval and IMPAC limits. 

3.3.  Accountability  

a. The G6 will notify IMOs when centrally purchased IT is ordered and when it is 

expected to arrive.  Information Management Officers will notify the G6 when locally purchased IT is ordered and when it is expected delivery date.  In both instances, IMOs must coordinate with the local USANATO Property Book Officer (PBO) to update property books and appropriate user hand receipts upon arrival of the IT (see also the Information Management Officer Duties and Responsibilities SOP) for property accountability.

4.0.  Information Technology Baseline 

4.1.  Information Technology (IT) Baseline Concept

4.1.1.  The IT Baseline assigns ceiling quantities to each USANATO subordinate command, according to justified capabilities required, within the following categories.  This baseline is a number set by the local commander and the Deputy Chief of Staff G6, based on unit TDA, manpower authorization, and mission requirements.

4.1.1.1.  Personal (desktop) Computers (PCs).

4.1.1.2.  Notebook/Laptop Computers and associated portable printers.

4.1.1.3.  Network Laser/Color Network Laser Printers.

4.1.1.4.  Network Servers.

4.1.2.  Notebook computers should generally be required only by senior officers, personnel with mobile missions, and the Information Management Office (IMO) (who can hand receipt notebooks to other users on a temporary basis).

4.1.3.  The IT Baseline includes only permanent requirements; contingency IT is not considered part of the IT Baseline and should be funded and maintained separately.

4.1.4.  The IT Baseline is a "support contract" between the G6 and subordinate.  There is no need for IMOs to submit Capabilities Requirements (CAPRs) for items included in the IT Baseline.  If an IMO is unsure of the baseline, request the latest copy from the G6.

4.2.  Information Technology (IT) Baseline Procedures

4.2.1.  The Deputy Chief of Staff G6, USANATO, will review the IT Baseline annually, using the current USANATO, TDA.  IMOs will be provided an updated copy upon request.

4.2.2.  A proposed IT Baseline will be staffed to each battalion commander for further review.  Any additions to the proposed IT Baseline must be justified, in writing, by the battalion commander.

4.2.3.  The Chief of Staff, USANATO, approves the annual IT Baseline and will mediate any differences between G6 and baseline numbers.

4.2.4.  The G6 will publish a final USANATO IT Baseline for the year and will use this to guide future IT budget, acquisition, upgrade, maintenance, and property disposal planning.

4.2.5.  Major Subordinate Commands submit CAPRs for items outside of the categories in paragraph 4a in accordance with USANATO, Information Technology Acquisition Program SOP.

4.3.  Property Disposal

4.3.1.  The proper and timely disposition of outdated IT is important in maintaining the integrity of the IT Baseline concept and the long-term support provided by the USANATO, G6, and IMOs.

4.3.2.  Major Subordinate Commands are not authorized to retain outdated IT above established baseline levels except as approved in writing by the G6, USANATO.  Relocating excess to support North Atlantic Treaty Organization (NATO) commands is not authorized.

4.3.3.  Major Subordinate Commands are not authorized to hand receipt outdated IT to other commands.  After a technical inspection (TI) by the IMO, the MSC's Property Book Officer will coordinate with G6, USANATO, to take appropriate measures to permanently transfer outdated/overage IT to the G4, USANATO.

5.0.  Internet and Electronic Mail Access 

6.0.1.  Network e-mail and Internet capabilities for USANATO are accessed through U.S. Government communication links and are for official use only.  All electronic traffic should relate, in some way, to a USANATO mission.  Unauthorized use of U.S. Government computer resources is a violation of United States Code, Title 18.   HQUSAEACE Network users must not use the network or its supporting communication links for illegal or immoral purposes.  Abusers of this type could be subject to criminal prosecution.  Any computer used in the commission of a crime is subject to seizure and forfeiture.

5.1.  Electronic Chain Letters

5.1.1.  Department of Defense 5500.7-R (Joint Ethics Regulation), subsection 2-30, 

prohibits using Federal Government communications systems in any manner that would reflect adversely on the Department of Defense (DoD).  Electronic chain letters are specifically prohibited by this regulation.  Creating, or even forwarding, e-mail chain letters or hoax messages to friends or co-workers clogs the network and degrades the performance of all networks theater-wide.  Users who receive these types of prohibited messages must notify their Information Assurance Officer (IAO)/Information Management Officer (IMO).  The IAO/IMO will report chain letter incidents to the Deputy Chief of Staff G6, USANATO.

5.2.  Use of the Internet

5.2.1.  HQUSAEACE Network users must assume anything they do or say on the

 internet is available to the public.  They should not transmit information they do not want tracked.  Internet browsers store information about users in a file which is accessed each time a user visits a site.  Because of this, users of the internet are not anonymous visitors, but recognized agents of the U.S. Government.  USANATO internet users who “surf” the internet for personal purposes must obtain their own personal accounts.

5.3.  Authorized Personal Use

5.3.1.  Government e-mail systems and networks are authorized for personal use for

morale and welfare purposes.  Local commanders may determine what morale and welfare purposes are appropriate and reasonable within the context of their operational mission, available resources, and security requirements and ensure that subordinate supervisors are informed of this determination.  In making this determination, commanders must ensure that personal use of e-mail and internet:

5.3.1.1.  Does not adversely affect the performance of duty of the individual using e-mail for morale and welfare or of anyone else in the organization (for example, ensuring that personal use does not prevent a time-sensitive, mission-related message from being sent).

5.3.1.2.  Is limited to reasonable amounts of time.


5.3.1.3.  Is individually controlled by deleting personal messages, both sent and received, or downloading them onto a diskette as soon as practical.


5.3.1.4.  Is limited to personal, non-duty time, when possible.  In determining when authorized use is possible during personal, non-duty time, approval authorities may consider individual mission requirements, differences in time zones, personal emergencies, and other such factors.


5.3.1.5.  Does not result in significant cost to the Government in terms of time, equipment, or other resources associated with personal use (for example, supplies and storage capacities).


5.3.1.6.  Does not require existing equipment, systems, or networks (for example, hardware, software, telecommunications connectivity) to be expanded, extended, or upgraded.


5.3.1.7.  Meets security considerations and requirements based on the system and equipment used (for example, operations; personnel; physical security; system accreditation; virus checks, protection, and tests).


5.3.1.8.  Serves a legitimate public interest (for example, keeping employees in their workplace rather then requiring them to leave to use a commercial or private system, educating and training personnel, improving the morale of personnel deployed for 30 or more days).


5.3.1.9.  Does not adversely reflect on the U.S. Government, DOD, DA, or USANATO.

6.0.  Compliance With Software Copyright Laws and Trade Agreements 

6.0.1.   The intent of this document is to direct full compliance with software copyright laws and trade agreements and to ensure all personnel understand that there are consequences for violations of such laws and agreements.

6.0.2.    Personnel shall not acquire, reproduce, distribute, or transmit computer software in violation of applicable copyright laws.  Personnel must agree to abide by the provisions of any license agreement before using any software provided by the government.  Personnel must protect proprietary software from unauthorized use, abuse, or duplication unless authorized by the copyright owners.  Users may copy proprietary software only for limited purposes (such as an archival copy) under the provisions of United States Code, Title 17, section 117.

6.0.3.   System Administrators and Information Management Officers (IMOs) within activities must approve all software used on government-owned automatic data processing equipment prior to installation and operation.  Use of employee-owned software at the work site must be approved by the G6 after technical review and initial approval by the systems administrator.

6.0.4.   The Deputy Chief of Staff G6 and local IMOs will conduct random unannounced audits to ensure compliance with this SOP and with software copyright laws and trade agreements.  Personnel found to have acquired, reproduced, distributed, or transmitted computer software in violation of applicable copyright laws are subject to disciplinary action.   If caught with pirated software, personnel may be prosecuted under civil and criminal law.  

6.0.5.   Army’s private-sector service providers are subject to software copyright laws and may be required to provide written assurances of compliance.

7.0.  U.S. Army, NATO, Information Technology Acquisition Program     

	Table 1 

Information Technology (IT) Items                                                       Approval Authority

	IT ITEMS
	G6
	IMO

	Batteries (Computer)
	
	X

	Cables and Connectors
	
	X

	CD-ROM Drives, Individual Replacement
	
	X

	CD-ROM Towers
	X
	

	Commercial, Off-The-Shelf (COTS) Software
	X
	

	COTS Software Upgrades
	X
	

	Concentrators, Hubs
	X
	

	Desktop Computers
	X
	

	Diskettes
	
	X

	Floppy-Disk Drives (Internal and External)
	
	X

	Hard-Disk Drives (Internal and External)
	
	X

	Keyboards
	
	X

	Laptop Computers
	X
	

	Local Area Network Equipment
	X
	

	Maintenance, Repair, and Installation Services (for IT not covered by vendor or subsequent Tier III maintenance contract)
	
	X

	Memory Upgrades for Printers, Notebooks, Desktop PCs, and Minicomputers
	X
	

	Mice and Trackballs
	
	X

	Minicomputers
	X
	

	Mobile Radio Telephones (Instrument)
	
	X*

	Mobile Radio Telephones (Card Activation)
	
	X*

	Modems (Internal and External)
	
	X*

	Monitors
	X
	

	Multiplexers
	X
	

	Notebook Computers
	X
	

	Power Supplies and Surge Suppressors
	
	X

	Printer Supplies
	
	X

	Printers 
	X
	

	Scanners (Handheld and Desktop)
	
	X

	Scanners (Related Supplies)
	
	X

	Sound Cards / Speakers
	
	X

	Tape Cartridges
	
	X

	Tape Backup Units (Internal and External)
	
	X

	Telefaxes (External)
	X
	

	Toner Cartridges
	
	X

	Uninterruptable Power Supply (UPS) Units
	
	X


*NOTE:   With local DOIM approval.

8.0.  Example of Capabilities Request 

Office Symbol 
- Date -


Capabilities Request  (CAPR)

1.  SHORT TITLE: - Specific Title of Hardware/Software Request -

2.  IMP NUMBER:  Determined by G6; leave blank

3.  DATE OF REQUEST:     - Date -

4.  DATE REQUIRED:  - Date -

5.  REQUESTING ORGANIZATION, LOCATION, AND PARENT UNIT:  Requestor Address
6.  REQUIREMENT:  Specify detailed capabilities required.  This is not a statement of WHAT should be bought, but what CAPABILITY is needed.  For instance, "Require CD-ROM capability for 10 existing 486-66MHz PCs.
7.  JUSTIFICATION:  WHY the specific capability is required.  WHAT will happen, or not happen, if the requirement is not satisfied.  For example, "All PCs require the ability to access US DoD and DA Forms on CD-ROM."

8.  POINT OF CONTACT:  Phone number and e-mail address of person(s) with knowledge of the specific requirement if the CAPR is unclear.


Commander's First Mi. Last Name

Rank, Branch

Commanding

9.0.  Example Capabilities Request Response

ACIM-A   (OCINCEUR/ - Date -)   

                  MAJ Cesonis/jda/DSN 423-5154

MEMORANDUM THRU COMMANDER, U.S. Army, North Atlantic Treaty Organization, ATTN:  ACIM-A, APO AE 09705   - Date -

FOR COMMANDER, U.S. Army, North Atlantic Treaty Organization [ SHAPE ],

                  ATTN:  Information Management Office, APO AE 09705

SUBJECT:  Capabilities Request (CAPR) Approval

1.  The attached approved automation request is CAPR number [determined by G6] to be implemented as defined in this endorsement.

2.  Requestor must coordinate with Deputy Chief of Staff G6 or local Budget Office to obtain funding for this approved request.  If current funding is not available, the requestor may submit an unfinanced requirement (UFR) through the G6 to the Deputy Chief of Staff G8 for subsequent fiscal year funding.

3.  Requirement: "Require CD-ROM capability for 10 existing 486-66MHz PCs.”
4.  The hand-receipt holder at the user level must ensure this equipment is accounted for.  Notification of, and coordination for equipment delivery, must be made with the local U.S. Army, NATO Property Book Officer.

5.  None of this equipment exceeds the $50,000.00 investment threshold and therefore does not require documentation of the organizational TDA.  This approval must be on file in your office for as long as you have the equipment.  Any upgrades to the equipment will require a new CAPR action.  Equipment that must be replaced due to damage or loss to the government may be replaced on a one-for-one basis under this approval for up to 5 years from this date.

6.  There are no manpower changes authorized under this approval.


Commander's First Mi. Last Name

Rank, Branch

Deputy Chief of Staff, G6
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